
 Privacy Office 

U.S. Department of Homeland Security 

Washington, DC 20528 

202-343-1717, pia@hq.dhs.gov

www.dhs.gov/privacy 

Privacy Threshold Analysis 

Version number: 07-2023 

Page 1 of 12 

PRIVACY THRESHOLD ANALYSIS (PTA) 

This form will be used to determine whether a Privacy Impact Assessment (PIA), System of Records Notice 

(SORN), or other privacy compliance documentation is required under the E-Government Act of 2002, the 

Homeland Security Act of 2002, the Privacy Act of 1974, or DHS policy.   

Please complete this form and send it to your Component Privacy Office. If you are unsure of your 

Component Privacy Office contact information, please visit https://www.dhs.gov/privacy-office-contacts. 

If you do not have a Component Privacy Office, please send the PTA to the DHS Privacy Office: 

Senior Director, Privacy Compliance 

DHS Privacy Office 

U.S. Department of Homeland Security 

Washington, DC 20528 

202-343-1717

PIA@hq.dhs.gov 

Your Component Privacy Office will submit the PTA on behalf of your office. Upon receipt from your 

Component Privacy Office, the DHS Privacy Office will review this form. If a PIA, SORN, or other privacy 

compliance documentation is required, your Component Privacy Office, in consultation with the DHS 

Privacy Office, will send you a copy of the template to complete and return. 

For more information about the DHS Privacy compliance process, please see 

https://www.dhs.gov/compliance. A copy of the template is available on DHS Connect at 

or directly from the DHS 

Privacy Office via email: PIA@hq.dhs.gov or phone: 202-343-1717. 

(b)(7)(E)

 
 



 
 

  
     

   
  
  

  
   

  
 

   
 

    
 

  
 

     
 

   
 

 

 

 

    

  

    

      
  

  
 
  

  
 

  
  

 

     
 

    

 

   
  

 

   
   

  

 

 

 

      

      

   

     

    

  

       

 

  
 

 

                      
                       

                 

 



 
 

   

        

  
     

   
  
  

   
   

  

                 
           

               
            

                 
            
         

  

  

             

   

               
               

      

                    
             

 

 

             
    

 

  

  

  

              
            
                
                

       
     

  

              
                 

     
                

   
     



 Privacy Office 

U.S. Department of Homeland Security 

Washington, DC 20528 

202-343-1717, pia@hq.dhs.gov 

www.dhs.gov/privacy 

 

Privacy Threshold Analysis 

Version number: 07-2023 

Page 4 of 12 
 

2. Mobile application providing MANET type topology in terms of various , 

 (GoTenna/Silvus ] via 

SNAP and LTE).  

The use cases above require necessary bandwidth and network access for uninterrupted communications 

from mobile nodes to field operators both within the CBP Amazon Web Services (AWS) Cloud East 

(CACE) . This data flow increases 

CBP’s operational awareness and facilitates operator ability to interdict illicit activity. The unique 

requirements for security, spectrum and testing of SIC RF networks and allowed data types  

) are described and shown in the security boundary diagram (Fig. 1). 

Hardware Components: 

The following hardware components encompass the SIC multi-hop mesh radios and backhaul network:   

Starlink Satellite  

Starlink satellite terminals offer a CBP TRM approved access to commercial low earth orbit satellite 

constellation for high bandwidth, high availability connectivity solutions  

. SIC will use Starlink as a 

backhaul method to  to CBP agents/officers and as a facility network enhancement 

where CBP fiber does not have available access or bandwidth. This provides alternatives to Long-Term 

Evolution (LTE), and other commercial cellular options. Connectivity will be used to  

 

 

 The intent is to utilize the capacity of each Starlink terminal to handle the backhaul load 

of .  

Simple Network Access Point (SNAP)  

The Syzygy SNAP kit is a CBP TRM approved terrestrial network access point that  

 

 The SNAP CSR provides for the virtual secure routing of 

SIC data to/from CBP Enterprise. SNAP is also fully configurable to have network failover to multiple 

cellular networks if the Starlink or CBP LAN networks connections drop or are interrupted for any reason. 

SNAP provides CBP agents with the ability to bridge communications,  

.                                                                                                                                                   

SIC Silvus Technologies Radio  
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